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C.1  SCOPE

This Statement of Work (SOW) describes the variety of products to be furnished and the services to be performed to provide conformant, Defense Message System (DMS)-compliant messaging (hereafter referred to as DMS).  DMS users may be tactical, fixed, mobile, or transportable -- all requirements throughout this document apply to all types of users, unless otherwise noted.  See Section J, Attachment 2, Terms and Definitions, for an explanation of terms pertaining to DMS.

DMS products will be used to support multiple levels of classification (i.e., UNCLASSIFIED through TOP SECRET) and special categories and compartments.  The implementation of DMS products will take advantage of the messaging user's existing hardware whenever practical, including distributed client/server processing, as long as the required messaging functionality and security are maintained.  

DMS products will operate in the Transport Control Protocol and Internet Protocol (TCP/IP) environment.

A goal of DMS is to avoid a long-term dependence on a single source of supply for messaging technology, products, and services.  The messaging system is envisioned to be built with open systems using a variety of commercial-off-the-shelf (COTS) products.  The DMS products will provide desired improvements as technology and standards evolve.  Products should be replaced or supplemented with upgraded components, without loss of needed functionality.

The target architecture emphasizes flexibility to support the products of current and future DOD information technology programs, as well as technological advances that may become available in the future.  DMS may be used to support additional messaging requirements, including mail-enabled applications, electronic data interchange, multi-media applications, voice, imaging formats, facsimile, and any new features and capabilities supporting electronic transmission of data and information.  As new interoperability standards are adopted by the DOD, DMS products will evolve to support those standards (see Section H, paragraph H.20).

DMS Management Services software products will support incorporation of, or interfacing with, emerging management standards and managed object definitions based upon applicable standards; support increasing numbers of users and components via automation and remote management; support increased integration with lower layer (network) management systems; incorporate the capability to manage DMS products and other vendors' DMS products; and support increased integration with other management systems.  This is expected to evolve from a Contractor-provided management system to the Contractor interfacing the DMS products with Government-provided management products/capabilities.

C.2  GOVERNMENT DOCUMENTS

See Section J, Attachment 3, for a list of applicable documents referenced under this contract.  Section J, Attachment 3, is broken into two parts.  Part 1 contains the military standards, specifications, handbooks, and other documents which are mandatory for performance under this contract as specified in Section C.3.  Part 2 contains the military standards, specifications, handbooks, and other documents which are provided for information purposes only.  The Contractor shall use the versions of these documents specified and shall provide certification for each applicable standard.  These documents form a part of this contract to the extent specified elsewhere in Section C.  In the event of conflicts between the documents referenced and the contents of Section C, the contents of Section C shall be considered a superseding requirement.  In the event of conflicts between Government documents (e.g., ACP 123 and corresponding DSPs), any requirements identified as mandatory in either document are mandatory requirements.

C.3  REQUIREMENTS

C.3.1  CLIN 1001, Integration Services

The Contractor shall provide integration services to support DMS products and services.  The Contractor shall use the labor categories in Section J, Attachment 7, Personnel Qualifications, which establishes labor categories for use on this contract, and provides the minimum essential qualifications for each category.  The Government's DOD life-cycle management office (e.g., central order processing, contract management, program management, hardware acceptance testing, software acceptance testing coordination) will be a coordinated effort between the DMS Contracting Office located at Maxwell Air Force Base, Gunter Annex, Alabama, and the DISA DMS Program Management Office (DMS PMO) located in the Washington D.C. metropolitan area. To facilitate communications and effective contract management it may be necessary for the DMS Contracting Office or the DMS PMO to site some of its personnel with the contractor on a temporary or permanent basis.  (See Section H.28)

C.3.1.1  Management Reviews

The Contractor shall conduct Management Reviews, coordinated with the DMS Contracting Officer (CO), for the purpose of updating the DMS Contracting Office and the DISA DMS PMO on the status of contract performance.  The Contractor shall support the meeting with personnel qualified to discuss the management and technical issues. The Contractor shall provide notification of the proposed date of the meeting to the DMS CO at least ten working days in advance of the proposed date and conduct the meeting.  The Contractor should conduct all reviews at the DMS PMO location, unless otherwise approved by the DMS CO.  The general topics of these reviews should include management, scheduling, engineering, logistics, costs, technical status, delivery status, cumulative order status, and identification and discussion of program issues.  The Contractor should also address subcontractor progress, problems, and other pertinent detailed information.  

C.3.1.2 Management Reporting

The Contractor shall provide a monthly Contract Funds Status Report (CFSR) and Procurement Status Report to account for all purchases made under this contract. The contractor shall collect costs and related data using a structured system so that a uniform cost database exists for Program Financial Management.  All cost information applicable to the DMS program shall be made available for review by authorized Government personnel, as directed by the Contracting Officer.  The contractor shall maintain cost and schedule forecasts, analyses, and reporting for CLIN 0001.  The contractor shall ensure cost reports reflect actual progress/hours expended for the given reporting period, as they reflect against planned/predicated progress.  The contractor shall ensure cost reports reflect actual expenditures (against budgeted) and conform with the Contractor Work Breakdown Structure (CWBS) applicable to the program with relation to scheduled progress.  (A027)

The Contractor shall provide a process that ensures DMS PMO-reported problems are tracked through resolution and shall provide the DMS PMO timely information on problem resolution.  

All internal data generated in compliance with contractual tasks shall be listed on the Data Accession List.  The contractor shall maintain this data and make it available upon government request.  Government request for this documentation shall be made through the Contracting Officer.  (CDRLs, A005,  and A018)

C.3.1.3  Technical Interchange Support

The Contractor shall support Technical Interchange Meetings (TIMs) as required by CO letter. The purpose of the TIMs is to:

symbol 183 \f "Symbol" \s 10 \h
discuss technical issues (e.g., system engineering, integration, conformance and compliance activities, etc.)

symbol 183 \f "Symbol" \s 10 \h
resolve technical and management deficiencies

symbol 183 \f "Symbol" \s 10 \h
review product evolution and modifications

symbol 183 \f "Symbol" \s 10 \h
allow DMS PMO and DMS Contracting Office input to Contractor product evolution and modifications

symbol 183 \f "Symbol" \s 10 \h
discuss system improvements

symbol 183 \f "Symbol" \s 10 \h
gather required information/data from the DMS PMO and DMS Contracting Office

symbol 183 \f "Symbol" \s 10 \h
discuss any other technical issues selected by the DMS PMO, DMS Contracting Office, or Contractor

TIMs may be sponsored by the DMS PMO, the DMS Contracting Office, or the Contractor.  If the reviews are not conducted at the Contractor's facility, the location shall be approved by the DMS CO.  For DMS PMO or DMS Contracting Office-sponsored TIMs, the sponsoring activity will provide written notification and a proposed agenda to the Contractor at least ten working days in advance and conduct the meeting.  The Contractor shall support the meeting with personnel qualified to discuss the technical issues.  For Contractor-sponsored TIMs, the Contractor should provide notification of the proposed date of the meeting to the DMS CO at least ten working days in advance of the proposed date and conduct the meeting. 

C.3.1.4  System Engineering

The Contractor shall provide system engineering support for the DMS.  This support should include:

symbol 183 \f "Symbol" \s 10 \h
engineering support to the design and modeling (if performed) of the infrastructure

symbol 183 \f "Symbol" \s 10 \h
recommendations on infrastructure and site-level topology, architecture, and optimal system configuration, including updates to the System Design Architecture

symbol 183 \f "Symbol" \s 10 \h
analysis and resolution of system-level and product-level problems (including system/product problems with contractor integrated products and interface problems with other products interfaced with DMS)

symbol 183 \f "Symbol" \s 10 \h
analysis of product evolution in support of system and user requirements

symbol 183 \f "Symbol" \s 10 \h
other system-level engineering to ensure messaging requirements are met


     (CDRL A028)

C.3.1.5  Configuration Management

The Contractor shall provide Configuration Management using best commercial practices, and using  MIL-HDBK-61A for guidance purposes. The Contractor shall provide configuration control of the installed base of DMS components, including the capability to maintain, track, and provide configuration control information, for those products which can be tracked via the DMS Integrated Architecture Database (DIAD). (A020)

C.3.1.6  DMS Product Test (DPT) Management  

The Contractor shall manage the DMS testing known as the DMS Product Test (DPT) process for products to be delivered under this contract.  This testing management should include liaison as necessary with the DMS Contracting Office, the DMS PMO, and the Joint Interoperability Test  Command (JITC).

C.3.1.7  Technical Report

The contractor shall report on technical issues (e.g., engineering, implementation designs, technical description, and technical analyses) as described in Contracting Officer’s letter.  The Contracting Officer’s direction will describe in detail what the Technical Report(s) shall address, the delivery schedule, and any other relevant stipulation (e.g., distribution) as appropriate. (CDRL A015)

C.3.2  Product and Support Requirements (CLINs 1002 and 1003)

The DMS messaging, directory, and management products should interoperate as a system to provide a messaging infrastructure and support a user base of at least 500,000 users per security domain (e.g., Unclassifed/NIPRNET and Secret/SIPRNET), while meeting the user messaging requirements described below.  The DMS system architecture shall be in accordance with the latest DMS System Design Architecture (SDA), and the products shall meet the requirements specified in this SOW as well as those specified in the DMS Functional Content Documents (FCDs) for the various DMS releases.  DMS products should be commercial-off-the-shelf (COTS), to the maximum extent practical.  The System Design Architecture (SDA), including the topology (as defined/engineered by the Contractor), hardware, and software, should be scaleable to support system growth and meet increased messaging requirements (e.g., increased numbers of users, increased message sizes, and increased numbers of messages).  The SDA should minimize staffing requirements for operations, maintenance, and management of the DMS requirements for sender authentication, confidentiality, accountability, integrity, ease of use, identification of recipients, message preparation support, storage retrieval support, and distribution determination and delivery are addressed in Section C.3.3.  The following are additional product and support requirements.

C.3.2.1  Connectivity/Interoperability

DMS products should allow users to communicate with messaging users (both strategic and tactical) within the DOD, including organizations and a very limited number of individuals, and interface to US Government, Allied, defense contractor, and other authorized users.  Messages should be capable of being composed, delivered, and received as close to the user as practical, though the points at which message origination and delivery occur will be subject to the implementing activities’ decisions regarding use of “domain Fortezza devices” and similar concepts.

C.3.2.2  Guaranteed Delivery

DMS products should deliver all messages to the intended recipient(s) with a high degree of certainty (i.e., as close to 100 percent guaranteed delivery as practical with undetected message loss of less than one out of 100 million) and promptly notify the sender of non-delivery to any recipient.

C.3.2.3  Timely Delivery

DMS products should support the speed-of-service requirements stated in the DMS Required Operational Messaging Capabilities (ROMC), paragraphs 2.3.3.B.6 and 2.3.3.B.7.  The urgency of critical information will require preferential handling, and the DMS products should recognize messages that require such preferential handling and process them accordingly.  DMS products should automatically adjust to changing traffic loads and conditions to provide timely delivery of critical information during peacetime, crisis (i.e., 50 percent more messages per period of time and 75 percent larger messages), and war (i.e., 100 percent more messages per period of time and 125 percent larger messages).  Speed of service requirements for message delivery should be met even in the event of failures or anomalies (e.g., DMS component or network failure).  

C.3.2.4  Security

DMS products shall protect UNCLASSIFIED and CLASSIFIED message traffic at all levels and compartments in accordance with DOD 5200.28 and the DMS Security Policy.

C.3.2.5  Survivability

DMS products should not degrade the survivability of interfaced systems.  DMS products should support survivability methods such as redundancy and distributed processing.

C.3.2.6  Availability

DMS products should support a high availability of messaging service (i.e., as close to 100 percent as practical).  DMS messaging products should provide multiple means to access the Message Transfer System (MTS) (e.g., multiple  network interfaces, simultaneous associations with different Message Transfer Agents (MTAs)).

C.3.2.7  Technical Support

Initial trouble calls will be handled by DOD customer support personnel.  When a problem requiring additional help arises, the Contractor shall provide prompt and responsive technical support.  The Contractor should provide 24 hours per day, 7 days per week technical support service (e.g., hot-line capability with sufficient personnel with the necessary skills and knowledge to answer questions concerning all aspects of DMS products, and/or an e-mail capability accessible through the Defense Information Systems Network (DISN)) for CONUS and OCONUS users to obtain rapid solutions to problems related to software, hardware, documentation, and training items.

For technical support requiring the Contractor to access the DoD IP networks (e.g., NIPRNET and SIPRNET), the Contractor shall provide all required hardware (e.g., modems, bridges and cables) in the customer assistance facility, and software interfaces, drivers, and utilities for access to a DISN point of entry and data communications over DISN.  

C.3.2.8 Software and Hardware Defects

Critical defects (as defined by MIL-STD ???) reported to the Contractor through established DMS trouble-ticket/problem reporting mechanisms shall be corrected by the Contractor as expeditiously as possible (with a target of 48 hours from notification) by providing one copy of the corrective update to the Government for testing and approval, or shall provide an effective work-around.  After Government approval for release, the corrective update will be made available for implementation by all users of the affected product, and this update shall also be made a part of future versions of the effected product.  Non-critical defects shall also be corrected as expeditiously as feasible, which may include correction by the Contractor through commercial solutions.  Complete reporting of resolution (or status) of all such problems shall be provided on a monthly basis.  

C.3.2.9  Ordering Support 

Ordering support includes product selection and ordering documentation, and order processing.

C.3.2.9.1  Product Selection and Ordering Documentation

To assist DMS users in making effective product selection and submitting orders, the Contractor shall provide a list of all products, services, and documentation orderable under this contract to the DMS Contracting Officer.  All new, discontinued, or revised products or services should be announced as soon as practical through correspondence to the CO.  Changes affecting ordering should be distributed within 30 days of product, service, or document availability or discontinuation.  
C.3.2.9.2 Order Processing 

The Contractor shall provide users the capability to follow-up on orders for all DMS products and services processed under CLINs 1002 - 1008 of this contract, including the resolution of difficulties and delays such as reporting damaged goods, incomplete orders, incorrect shipments, and delayed deliveries.  The order processing should be automated and employ electronic ordering to the extent practical.

C.3.3 CLIN 1002, Software

CLIN 1002 consists of software for message handling, directory services, and management services required for DMS messaging.  DMS products, except as cited in this SOW, shall be compatible with TP0/TCP/IP as specified in Request For Comments 1006 (RFC-1006), ISO transport service on top of TCP.  Configuration, fault, security, and performance management capabilities shall be provided for each product.  These management capabilities should ensure that the user messaging requirements are met under normal operation, high system usage, and component or communications failures.  These capabilities should operate in conjunction with the Management Workstation (MWS) products within the hierarchical DMS Management Structure defined in Section J, Attachment 2, Terms and Definitions.  Initially, these management capabilities shall be implemented in a Contractor-developed Management Workstation (MWS) product.  Later they will migrate to a Government-developed Management Workstation Replacement (MWS-R), and the Contractor shall be responsible for providing and supporting the necessary interfaces from the DMS products to the MWS-R through the use of software agents.

All user interfaces to software products should be easy-to-use as specified in the Human-Computer Interface Standards (Section 2.5 of the Joint Technical Architecture).

DMS products working as a system shall provide capabilities to support users not at their normal duty location, including remote users, in accordance with the DMS Security Policy.  These capabilities shall allow these users not at their normal duty location to originate and receive messages using existing/planned dial-up communications servers which support Point-to-Point Protocol (PPP) in accordance with Request for Comment (RFC) 1331 "The Point-to-Point Protocol (PPP) for the Transmission of Multi-protocol Datagrams over Point-to-Point Links" and/or Serial Line Internet Protocol (SLIP) in accordance with Request for Comment (RFC) 1055, "A Nonstandard for Transmission of IP Datagrams over Serial Lines (SLIP)".  (Some of these communications servers will be connected to the unclassified NIPRNET, others to the classified SIPRNET through Government-furnished security devices, and others to local area networks, and will support dial-up access (e.g., local service and toll-free/1-800 service).)  These capabilities should provide users with a variety of solutions, which provide full functionality, the best economy, and the least user impact for accessing the DMS.  The capabilities should also allow remote users (e.g., single users or deployed groups/units of users) to readily gain DMS service (i.e., messaging, directory, and management services) when they transfer on short notice to a location with austere conditions.  The Contractor should provide configurable options for operation in a low bandwidth environment (e.g., up to 19,200 bits per second).  As an exception to the requirement for lower layer protocol compatibility, the low bandwidth capability should be compatible with different low bandwidth protocols.  

DMS product requirements should be met through the use of commercial-off-the-shelf products to the maximum extent possible, with “add-on” software as required to meet the unique DoD messaging requirements.   If DMS products are derived from COTS products (e.g., through the use of “add-on” software), they should, to the maximum extent possible, maintain the same "look and feel" as the COTS products and maximize the similarity to the COTS products in terms of user interface and functionality/capabilities.   

C.3.3.1  X.400 Message Handling System (MHS) Software

DMS message handling products shall comply with the following security requirements:

· integrate the Message Security Protocol (MSP) (defined in Secure Data Network System SDN 701) and ACP120 (defined in ACP120 Common Security Protocol and ACP120 CSP U.S. Supplement 1), with the FORTEZZA Crypto Card to meet the security requirements in Section 3 of DMS Security Policy (10 December 1993) and Section 6 of the DMS Security Policy (19 March 1999)

· a configurable capability to generate audit logs for problem analysis, security analysis, and reader-to-writer message tracing, as required by ACP 123, Chapter 4, Section I, paragraphs 410-11, ACP 123 US Supplement, Chapter 3, Section III, paragraph 327, and DMS Security Policy

· strong authentication and encryption between associated DMS messaging products using the FORTEZZA Crypto Card digital signature and encryption capabilities, configurable upon installation to perform or not to perform these security services

· certificate retrieval and authentication 

DMS message handling products should comply with the following security requirements:

· implement MSP and ACP120 in accordance with MOSAIC Interface Control Document for the FORTEZZA Crypto Card, MOSAIC Cryptologic Interface Programmers Guide, and MOSAIC MSP Software Interface Control Document 

· implement the certificate retrieval and authentication capability in accordance with Section 2 of the MOSAIC MSP Software Interface Control Document  

C.3.3.1.1  User Messaging Products

The user messaging products include the user agent/client, messaging server, and the profiling user agent.  The Contractor should provide users operating on widely used platforms a choice of user messaging products to satisfy messaging requirements.

C.3.3.1.1.1  User Agent (UA)/Client Product

The Contractor shall provide a variety of UA/client products which are in conformance with ACP 123 Chapter 2; ACP 123 Chapter 3, Section I; ACP 123 Chapter 3, Section II; ACP 123 Chapter 4, Section I; the MMHS Standard profile as defined in ACP 123 Chapter 5, Section I; ACP 123 Annex A; ACP 123 Annex B; ACP 123 Annex C; ACP 123 US Supplement Chapter 2; ACP 123 US Supplement Annex A; Defense Standardized Profile (DSP) AMH21(D); DSP AMHx1(D) in accordance with SDN.701, MOSAIC MSP Appendix; and ACP120.  Each UA/client product shall conform to at least one of the following minimum submission and delivery protocol configurations:

· Conformance with DSP AMHx3(D) and DSP AMH23(D)

· Conformance with DSP AMHx4(D) and DSP AMH24(D)

· Use of commercial access protocols, providing functionality equivalent to the P3 or P7 protocols 

If the content type P2 or P22 is supported, each UA/client product should have the capability to disable support for this content type upon software installation.  Each UA/client product shall be capable of receiving binary (i.e., bilaterally-defined) body parts and should be capable of originating such body parts.  Each UA/client product should support large body parts, (e.g., G3 facsimile, voice, imagery, and videotex), as well as other optional body parts.  Each UA/client product should provide support for optional UA elements of service.  Each UA/client product should provide the capability to invoke mandatory and optional elements of service.  The UA/client product and integrated Directory User Agent (DUA) processing may be split over several processors in a client-server architecture.  As an exception to the requirement for lower layer protocol compatibility in Section C.3.3, UA/client processing between the client and server should be compatible with TCP/IP, and/or common LAN environments.  When UA/client processing is split over client-server processes, the application layer protocol may be proprietary.

C.3.3.1.1.1.1  User Interface

Each UA/client product shall allow the user to store (e.g., create and maintain folders), retrieve, view, and print messages the user has sent or received.  Each UA/client product shall allow termination of message preparation, save, edit, and restart at any time prior to message submission.  Each UA/client product shall allow the user to archive and retrieve messages.  Each UA/client product should minimize, to the maximum extent practical, the amount of training required for the user to perform military messaging (e.g., each UA/client product should assist the message preparer in determining information necessary to complete a message).  Each UA/client product should have the capability to create and forward draft messages, including full addressing information, for coordination, editing, and review prior to release in accordance with ACP 123 US Supplement, Chapter 3, paragraph 301.  Each UA/client product should include the capability to define and maintain local nicknames or aliases, rather than requiring the user to use complete X.500 directory names and X.400 O/R addresses.  Each UA/client product should support multiple users and multiple identities for each user, with minimal user impact.

C.3.3.1.1.1.2  Security Features

Enhanced Identification and Authentication (EI&A) shall be performed using the FORTEZZA Crypto Card capability, before the user accesses the functions of each UA/client product.  Each UA/client product shall enforce user-unique capabilities and authorizations (e.g., release authority, maximum classification levels, and precedence levels) based on information retrieved from the user's FORTEZZA Crypto Card.  At software installation time, each UA/client product shall be configurable (not changeable during operation) for message submissions to:

1) sign and encrypt all messages;

2) sign all messages;

3) eliminate entirely the signature and encryption capability; or

4) under control of the user to selectively sign and encrypt, sign-only, encrypt-only, or bypass the signature and encryption services on a per-message basis.

In the case that a message is neither signed nor encrypted, it should be submitted as a P772 message.  Each UA/client product shall have the capability to verify the integrity and originator of every signed and/or encrypted message received, and to reverify the integrity of previously received/opened messages.

C.3.3.1.1.1.3  Functionality

Each UA/client product shall access DMS Directory Services for querying directory information (e.g., addresses and certificates) through an integrated Directory User Agent (DUA).  Each DUA shall be in conformance with "IGOSS 1 DS, 1992 DUA, Operations (Browse), Enhanced Authentication Modes (0, 2, 3, 4), Reference Resolution Mode (1)", as specified in Section 3.2.7 of the IGOSS.  Each integrated DUA should have the capability to support a pre-defined search/read/compare in the directory for any attribute(s) and any combination of attributes within an object class.  Each integrated DUA should have the capability to support a secondary Directory System Agent (DSA) bind upon failure of the primary DSA.

Each UA/client product shall be capable of interoperating with the Multi-Function Interpreter (MFI) for conversion of messages to other messaging protocols/formats.  MFI interaction should be transparent to the user.  Each UA/client product should provide message-filtering capabilities.  Each UA/client product should automatically determine the distribution of each message and deliver in accordance with the requirements of the recipient in accordance with ACP 123 US Supplement Chapter 3 paragraph 302.  Each UA/client product should provide support for optional general text characters in accordance with DSP AMH21(D).  

Each UA/client product should provide additional features to support advanced functionality (e.g., support for mail-enabled applications, electronic data interchange, multi-media applications, voice mail, imaging formats, and facsimile) and should integrate with other office applications (e.g., word processor, spreadsheet, and calendar). The Contractor may also provide a separate UA/client product, which includes advanced functionality features such as those mentioned above. Each UA/client should support the use of commercial secure messaging services, using the Department of Defense Public Key Infrastructure/DoD PKI (DMS Medium Grade Service/MGS).

Each UA/client product, when interfaced to a Messaging server, shall provide a capability for invoking the auto-forwarding or redirection capability of the Messaging server in accordance with the functionality specified by DSP AMHx4(D) or DSP AMHx3(D).  Each UA/client product shall provide the capability to receive messages, which have been auto-forwarded.  Each UA/client product should provide the optional attributes in accordance with DSP AMHx4(D) for invoking the auto-forwarding capability.  
C.3.3.1.1.2  Messaging Server (MS) Product

The Contractor shall provide messaging server (MS) products which are in conformance with ACP 123, Chapter 2, Section I, Paragraph 206; ACP 123 Annex C; ACP 123, Chapter 3, Section III; and ACP 123 US Supplement Annex A.  These products shall support the functionality defined by DSP AMH24(D), DSP AMH23(D), DSP AMHx3(D), and DSP AMHx4(D), though this may be accomplished by means of commercial access protocols.  Each MS product shall provide the capability to receive messages, which have been auto-forwarded.  The Contractor should provide a configurable option for an auto-forwarding or redirection capability in accordance with ACP 123 US Supplement, Chapter 3, paragraph 332.  Each MS product should allow storage (e.g., creation and maintenance of folders) and retrieval of messages sent or received.  Each MS should provide stored message alert for an urgent priority message even when the user is not connected with the MS.  The Contractor may provide additional UA/client product to MS interfaces in each MS product.

C.3.3.1.1.3  Profiling User Agent (PUA) Product

The Contractor shall provide PUA products which are in conformance with ACP 123 Chapter 2; ACP 123 Chapter 3, Section I; ACP 123 Chapter 3, Section II; ACP 123 Chapter 4, Section I; the MMHS Standard profile as defined in ACP 123 Chapter 5, Section I; ACP 123 Annex A; ACP 123 Annex B; ACP 123 Annex C; ACP 123 US Supplement Chapter 2; ACP 123 US Supplement Annex A; Defense Standardized Profile (DSP) AMH21(D); and DSP AMHx1(D) in accordance with SDN.701, MOSAIC MSP Appendix, and ACP120.  Each PUA product shall conform to at least one of the following minimum submission and delivery protocol configurations:

· Conformance with DSP AMHx3(D) and DSP AMH23(D)

· If the PUA is collocated (i.e., on the same platform) with the Message Transfer Agent (MTA), P3 functionality shall be supported 

Each PUA product shall provide the capability to receive messages, decrypt messages, profile messages for automatic distribution determination, generate tokens for the distributed recipients, encrypt messages with the generated tokens, and resubmit messages to the MTS for onward delivery.  Each PUA product shall retain the originator's digital signature with the message, if present.  Each PUA product should support profiles unique to each message recipient.

Each PUA product shall provide the capability of adding, modifying, and deleting user and/or subject profile lists upon which distribution is made.  This capability should also be provided remotely.  Each PUA product should provide the capability to prevent message looping between two or more PUA products.

Each PUA product shall provide the capability of receiving binary (i.e., bilaterally-defined) body parts.  Each PUA product should support large body parts (e.g., G3 facsimile, imagery, voice, and videotex), as well as other optional body parts.  Each PUA which is collocated with an MTA should provide support for optional hold for delivery.  

If the P22 content type is supported, each PUA product should have the capability to disable support for it upon software installation.  

Each PUA product shall provide the capability to archive and retrieve messages.  

C.3.3.1.1.3.1  Security Features

Enhanced Identification and Authentication (EI&A) shall be performed using the FORTEZZA Crypto Card capability, before the user/operator accesses the functions of each PUA product.  Each PUA product shall enforce capabilities and authorizations (e.g., release authority, maximum classification levels and precedence levels) based on information retrieved from the PUA's FORTEZZA Crypto Card.  The PUA product shall be configurable (on a per-organization basis) for message submissions to:

1) sign and encrypt all messages;

2) sign all messages; or

3) eliminate entirely the signature and encryption capability; or

In the case that a message is neither signed nor encrypted, it should be submitted as a P772 message.  Each PUA product shall have the capability to verify the integrity and originator of every signed and/or encrypted message received.

C.3.3.1.1.3.2  Functionality

Each PUA product shall access DMS Directory Services for querying directory information (e.g., addresses and certificates) through an integrated Directory User Agent (DUA).  Each DUA shall be in conformance with "IGOSS 1 DS, 1992 DUA, Operations (Browse), Enhanced Authentication Modes (0, 2, 3, 4), Reference Resolution Mode (1)", as specified in Section 3.2.7 of the IGOSS.  Each integrated DUA should have the capability to support a pre-defined search/read/compare in the directory for any attribute(s) and any combination of attributes within an object class.  Each integrated DUA should have the capability to support a secondary Directory System Agent (DSA) bind upon failure of the primary DSA.

Each PUA product shall be capable of interoperating with the Multi-Function Interpreter (MFI) for conversion of messages to other messaging protocols/formats.  

Each PUA product shall provide the capability to receive messages which have been auto-forwarded.  
C.3.3.1.2  Message Transfer Agent (MTA) Product

The Contractor shall provide MTA products which are in conformance with DSP AMHx2(D), DSP AMHx3(D), DSP AMH22(D), DSP AHM23(D); ACP 123, Chapter 3, Section I; and ACP 123 US Supplement, Chapter 2.  Each MTA product should provide a default message routing capability (i.e., capability to route based on a subset of an O/R address), alternate routing capability, and queue management.  The Contractor may provide a MTA product with a collocated UA/client product or MS.  Each MTA product should support the Distribution List (DL) functional group.

C.3.3.1.3  Mail List Agent (MLA) Product

The Contractor shall provide MLA products which are in conformance with DSP AMH21(D) and DSP AMHx1(D).  The MLA product shall conform to one of the following protocol configurations:

· conformance with DSP AMH22(D),  DSP AMHx2(D), and P3 Functionality;

· conformance with DSP AMH23(D) and DSP AMHx3(D).

Each MLA product should also comply with the DMS Mail List Agent Functional Specification and the Mail List Agent Requirements and Concepts Document.

Each MLA product shall receive messages addressed to Mail Lists (MLs) for which it is responsible, and after expanding the ML to its individual members and generating the tokens for each member, resubmit new messages to the MTS.  Each MLA product shall comply with the address list procedures contained in ACP 123, Chapter 2, Section II, paragraph 207(k) and ACP 123 Chapter 4, Section III, paragraph 437; and MLA procedures in ACP 123 US Supplement, Chapter 3, paragraph 333.  Each MLA product shall process messages according to the priority in the P1 envelope.  Each MLA product shall process messages for these MLs only if originated by authorized users as specified in the DMS directory and verified by means of the digital signature on the message.

Each MLA product shall access DMS Directory Services to expand MLs and obtain certificates of members through an integrated DUA.  Each integrated DUA shall be in conformance with "IGOSS 1 DS, 1992 DUA, Operations (Browse), Enhanced Authentication Modes (0, 2, 3, 4), Reference Resolution Mode (1)", as specified in Section 3.2.7 of the IGOSS.  Each integrated DUA should provide the capabilities as specified in Section C.3.3.2.2, Administrative DUA Product, for updating directory information.  Each integrated DUA should have the capability to support a pre-defined search/read/compare in the directory for any attribute(s) and any combination of attributes within an object class.  Each integrated DUA should have the capability to support a secondary DSA bind upon failure of the primary DSA.  

Each MLA product shall provide the capability of adding, modifying, and deleting ML entries and members of MLs.  Each MLA product should provide the capability to have a ML whose composition is not in the directory.  Each MLA product should include features which ensure the validity of ML entries with the directory.  Each MLA product should include the capability for delayed activation or de-activation of MLs.  Each MLA product should handle status notifications as specified by the ML administrator.

C.3.3.1.4  Multi-Function Interpreter (MFI) Product

The Contractor shall provide MFI products which conform to the protocols and formats defined in DSP AMHx1(D), AMHx2(D), AMH21(D) and AMH22(D); ISP's AMH11 and AMH21; MIL-STD 2045-17503; JANAP 128; ACP 123 US Supplement; Defense Communications Agency (DCA) DCS AUTODIN Interface and Control Criteria DCA Circular 370-D175-1, and ACP120.  Each MFI product shall support interoperability between DMS X.400(1988) with P772/MSP/ACP120 and AUTODIN JANAP 128.

Each MFI product shall process all message types by priority and precedence.  Each MFI PRODUCT shall allow only authenticated (i.e., signed organizational) messages to be sent to AUTODIN (JANAP 128).  Each MFI product shall provide for security label conversion and checks in MSP/ACP120 and JANAP 128.  The MFI PRODUCT should provide for differences in message size, paging, sectioning, character sets, elements of service, etc., which are not specified in the above translation documents and which do not translate between the message types.
Each MFI product shall access DMS Directory Services for querying directory information (e.g., addresses and certificates) through an integrated DUA.  Each integrated DUA shall be in conformance with "IGOSS 1 DS, 1992 DUA, Operations (Browse), Enhanced Authentication Modes (0, 2, 3, 4), Reference Resolution Mode (1)", as specified in Section 3.2.7 of the IGOSS.  Each integrated DUA product should have the capability to support a pre-defined search/read/compare in the directory for any attribute(s) and any combination of attributes within an object class.  Each integrated DUA should have the capability to support a secondary DSA bind upon failure of the primary DSA.

C.3.3.2 X.500  Directory Service Products

DMS directory service products shall incorporate the DMS Directory Schema in accordance with the DMS Release 3.0 PDU1 As Contracted Directory Schema.  DMS directory service products shall comply with the following security requirements:

· a configurable capability to generate audit logs for problem analysis and security analysis, as required by ACP 123, Chapter 4, Section I, paragraphs 410-11 and DMS Security Policy

· strong authentication between associated DMS products

· certificate retrieval and authentication

DMS directory service products should implement the certificate retrieval and authentication capability in accordance with Section 2 of the MOSAIC MSP Software Interface Control Document.

DMS directory service products should provide additional features (e.g., imaging formats, multiple chaining and referral requests, and optional replication features).

C.3.3.2.1  Directory System Agent (DSA) Product

The Contractor shall provide "IGOSS 1 DS, 1992 DSA, Category (chainer--full access), Enhanced Authentication Modes (0, 1, 2, 3, 4, 6)" software, as specified in Section 3.2.7 of the IGOSS.  Each DSA product should allow for easy addition and modification of the directory schema.  Each DSA product should provide additional features such as basic access control (BAC) and optional directory protocol elements.  Entries in a DSA should only be constrained by the platform's capacity.

C.3.3.2.2  Administrative Directory User Agent (ADUA) Product

The Contractor shall provide "IGOSS 1 DS, 1992 DUA, Operations (Administrative), Enhanced Authentication Modes (0, 2, 3, 4), Reference Resolution Mode (1)" software, as specified in Section 3.2.7 of the IGOSS.  Each ADUA product should be configurable to disable the administrative operations (i.e., AddEntry, RemoveEntry, ModifyEntry, and ModifyDN) at software installation.  Each ADUA product may be used as the integrated DUA if the administrative operations can be disabled.  Each ADUA product should have the capability to support a pre-defined search/read/compare/modify in the directory for any attribute(s) and any combination of attributes within an object class.  Each ADUA product should perform validation and error checking operations (e.g., ensuring validity of members of a ML, deletion of ML member within MLs upon discovery that member is no longer in the DMS X.500 directory).  Each ADUA product should provide additional functionality such as entry templates, reporting capabilities, batch updates, saving query results in a user specified file, replication maintenance function, access control maintenance function, and verification of information within an entry.  Each ADUA product should have the capability to support a secondary DSA bind upon failure of the primary DSA.  Each ADUA product should provide for local storage and management of directory information.

C.3.3.3  Management Workstation (MWS) Product

The Contractor shall provide management products and tools allowing management of DMS products and messaging services, and supporting interactions (including information sharing) within the DMS hierarchical management structure.  These capabilities should allow remote monitoring and control of all DMS products, supporting configuration, fault, performance, security management, and accounting for system monitoring and control, system administration, and customer service.  Additionally, the Contractor shall support the use of a Government-developed management workstation replacement (MWS-R), using Contractor-provided interface software (e.g., agents or management information base) to support interaction between the Contractor-provided DMS products and the MWS-R.

C.3.3.4  Communications Software

Communications software, as required, shall be layered within the application layer software.

C.3.3.5  Installation Tools

The Contractor shall provide software installation tools (e.g., install scripts) for all DMS products.  These tools should allow users to install and configure the products with minimal assistance.  The tools should provide interactive, custom installation and configuration options.  The tools should use a Graphical User Interface (GUI) environment for which the product is intended.

C.3.3.6  DMS Product Test

The Contractor shall develop and implement a DMS test program which meets DMS Product Test (DPT) requirements and objectives which are outlined in the DMS Capstone Test and Evaluation Master Plan (CTEMP).   The DPT consists of three contractor supported test phases.  These are Engineering Change Proposal (ECP) or new capability testing, String Tests, and Regression Tests.  

The DPT phase serves as the prerequisite testing and exit criteria necessary to commence the DMS Integration Test (DIT).  The contractor shall provide the DPT results to the DMS PMO and JITC as required to support the exit criteria as stipulated in the CTEMP. 

C.3.3.6.1   Engineering Change Proposal Testing 

The contractor Engineering Change Proposal (ECP) testing is the first look at new products coming in from the various vendors.  This includes a minimal regression test in a stand-alone lab to ensure that the new software is stable.  Upon successful completion, the new product shall be loaded into the contractor’s full integration lab with the other most current vendor releases and testing shall continue.  When problems are encountered in either of the two labs, the vendor shall be notified and a new fix shall be delivered when available.  The above process is repeated using minimal regression testing until the DMS Integration contractor validates that the problem is solved and that the product meets contractual requirements.

C.3.3.6.2  String Testing

Once ECP Testing has been successfully completed, the DMS Integration contractor shall perform String Testing on the new product.  This is a series of tests that exercises all paths of the new product.  The product vendor will provide fixes if problems are encountered during this test phase.  The Integration contractor, after evaluation of the vendor fix, shall resume string test execution at a point where the fix action can be verified and the string test phase completed
C.3.3.6.3  Regression Testing

Regression testing is the DMS Integration contractor’s final test phase.  This testing contains comprehensive regression testing on the new products to ensure they operate within a full DMS enclave.  Problems encountered shall result in another vendor drop and re-execution of the test process. 

C.3.3.6.4  DMS Integration Testing (DIT)

During the JITC DIT events, the DMS Integration contractor shall be available for on-site support and problem resolution as required as stipulated in the support task order.

C.3.3.6.5  Operational Test and Evaluation/Beta Testing 

Following completion of laboratory and system-level acceptance testing, the Government will conduct further operational/beta testing, to determine the acceptability of the products for use in a full-scale operational deployment.  This testing will involve the full complement of Beta test locations with the appropriate products and services provided on a delivery order basis.  During this testing, which is expected to last approximately 90 days, the Contractor shall provide a point of contact to provide support service for all Contractor-provided software.

C.3.3.6.6  Product Interoperability

Product interoperability shall be tested, as applicable to DMS, for the following protocols: P1, P2, P22, ROSE/RTSE/ACSE, P42, ACP120, P772, Directory Access Protocol (DAP), Lightweight Directory Access Protocol (LDAP, including Secure LDAP), Directory Service Protocol (DSP), and Directory Information Shadowing Protocol (DISP).  All DMS products should be fully interoperable with other DMS products with the following exceptions: UAs among different clients and servers, dial-up, and low bandwidth environments.  The UA/client product and MLA products should be capable of invoking the mandatory and optional elements of service of the MS and/or MTA in the same fashion, regardless of the lack of standard protocols.

C.3.3.6.7  Conformance Testing

The products currently on the contract have previously undergone conformance testing to validate that they are in compliance with applicable standards.  As updates/modifications are made to these products, it is the Contractor’s responsibility to ensure and affirm that the updates/modifications do not impact such compliance, in which case conformance testing need not be re-accomplished.  In the event that the updates/modifications do impact such compliance, conformance testing of the applicable product(s) may be required to be re-accomplished.

C.3.3.7  Supported Platforms

The Contractor shall supply DMS products which support the platform combinations identified in Section J, Attachment 6.  Where applicable, these platforms shall be configured in accordance with the applicable Security Technical Implementation Guidance (STIGs) and operate with commercial anti-virus software products.

C.3.3.8  Licensed Software

The Contractor shall provide licensed software for DMS software products.  Licensing for software products shall include single user (e.g., stand alone and client) and single-copy/multiple user (i.e., server) and DOD-wide/enterprise. The Contractor should preserve the DOD's investment in these products and their use by obtaining DMS compliance or providing DMS upgrades/replacements to the commercial e-mail packages.

C.3.3.9  Electronic Delivery

The Contractor should provide electronic delivery of software updates, upgrades, and associated documentation in accordance with Section H, Paragraph H.11.  

The documentation associated with software updates and upgrades shall be provided for reproduction and use within the DOD.  

C.3.4  CLIN 1003, Hardware

Hardware requirements include hardware platforms to support the DMS infrastructure applications and Personal Computer Memory Card International Association (PCMCIA) device readers to support the FORTEZZA Crypto Card.  The hardware will be installed in locations with differing power requirements (e.g., 110-120 VAC/50-60 Hz and 220-240 VAC/50 Hz), power connections, and communications regulations, which shall be satisfied by the Contractor on all CLIN 0003 hardware products.  Where applicable (e.g., United Kingdom, Germany, Italy), the Contractor shall provide commercial power adapters/cables for connection of all Contractor-provided equipment to foreign power sources.

C.3.4.1  Platforms for DMS Infrastructure Products

The Contractor shall provide a family of infrastructure platform(s) (e.g., small, medium, and large) scalable to support and provide a range of compatibility from the minimum to maximum application requirements.  The Contractor shall also provide upgrade capabilities between platform configurations (e.g., from the small to medium, medium to large, etc.).

The DMS infrastructure platform shall include all necessary hardware and operating system software required to support the DMS infrastructure products (MTA, DSA, MFI, MLA, and MWS), messaging servers (MS), and the PUA products.  The Contractor should provide PCMCIA device reader and device driver (described in the PCMCIA PC Card Standard, Release 2.1) which supports two Type II PCMCIA cards.  The platforms should prevent unauthorized access and have controlled user access (via software or hardware).  The platforms should support the maximum system availability practical.

C.3.4.1.1  On-Line Storage Requirements

The DMS infrastructure platforms should provide:

· sufficient on-line data storage devices and associated interface controller(s) to support the access and storage of required data

· expandable on-line storage to support future increased data storage requirements for messaging and directory applications, graphics workstations, and peripheral devices

· storage data transfer rates sufficient to allow applications to support message speed of service requirements
C.3.4.1.2  Backup Storage Requirements

The DMS infrastructure platforms should provide:

· hardware, software, and media to perform unattended system backups with minimum user involvement

· a removable storage device (e.g., removable hard disks or removable media) to store information

C.3.4.1.3  Communications Requirements

The DMS infrastructure platforms shall interface to the DoD IP networks (NIPRNET and SIPRNET) using an interface specified in the DISN Router Network Subscriber Guide.  The Contractor shall provide all necessary interface hardware and application software that contains TCP/IP communications software as described in the Standard Number 1 (STD1)/Request for Comments (RFC) 1540, Internet Architecture Board (IAB) Official Protocol Standards, October 1993) to support interoperability with existing networks.

C.3.4.1.4  User Installable Components (UICs)

The Contractor shall provide UICs to support self-maintenance and scalability of all orderable hardware infrastructure platforms.  Each UIC shall include user installation and removal instructions.  User self-maintenance in accordance with Contractor-specified procedures, on any equipment during the warranty period shall not affect the warranty of the original end item.

C.3.4.1.5  Other Requirements

The Contractor should also provide peripheral hardware bundled with the platforms which directly supports the operation of the hardware platforms (e.g., printer, uninterrupted power supply, and surge protector).

C.3.4.2  Peripheral Devices

C.3.4.2.1 PCMCIA Device

The Contractor shall provide a variety of PCMCIA device readers and device drivers (described in the PCMCIA PC Card Standard, Release 2.1) which support two Type II PCMCIA cards (e.g., the FORTEZZA Crypto Card) for all applicable supported platforms, including both internal and external readers, with PCI, currently implemented and supported SCSI standard, and USB interfaces.

C.3.4.2.2 CipherServer

The Contractor shall provide a CipherServer device which supports interfacing a hardware platform and DMS application with multiple (8) Fortezza cards.

C.3.5  CLIN 1004/1005, Support Services
Support services include on-site customer assistance, implementation services, and engineering and integration services.  The contractor shall report on technical issues (e.g., engineering, implementation designs, technical description, technical analyses) as described in the associated Statement of Work (SOW) or Statement of Objectives (SOO).  The SOW or SOO will describe in detail what the Technical Report(s) shall address, the delivery schedule, and any other relevant stipulation (e.g., distribution and media) as appropriate. (CDRL A015)

C.3.5.1  Personnel Categories and Qualifications

The Contractor shall use the labor categories in Section J, Attachment 7, Personnel Qualifications, which establishes labor categories for use on this contract and provides the minimum essential qualifications for each category.

C.3.5.2  On-Site Customer Assistance

The Contractor shall provide on-site customer assistance services.  These services should include quick response hardware/software troubleshooting and problem resolution and other urgent support requirements.

C.3.5.3  Implementation Services

The Contractor shall provide implementation services.  These services should include:

· site surveys to assist the user in preparing for DMS product implementation

· development of a strategy for implementing DMS products in an organization or location

· upgrade support services to assist users of non-DMS messaging in upgrading to DMS-compliant messaging

· site installation support which assists users in configuring DMS products to match their messaging requirements

· installation of application software and hardware, network configuration, and troubleshooting

· support IEMs

(CDRL A016)

C.3.5.4  Engineering and Integration Services

The Contractor shall provide engineering and integration services.  These services should include:

· recommendations on site architecture, topology, and configuration

· system engineering

· integration of software and hardware products

· modeling 

· software development

· analyses of messaging, directory services, service management and security issues (including laboratory-based analysis)

· Support IEMs

C.3.6  CLIN 1006, Training

The Contractor shall furnish, conduct, and maintain COTS or Contractor-modified COTS training courses for users, operating system administrators, MHS system administrators, directory system administrators, MWS managers, and Government instructors for each type of training offered..  The instructor training course materials (lesson plans and handouts) shall be provided for reproduction and use within the DOD.  Courses may be conducted at DOD and Contractor facilities.  The Contractor should satisfy the requirement for each type of training with courses and/or courseware (e.g. computer based training).  System administrator training courses, and MWS operators taken as a whole, shall demonstrate that MHS, directory, and operating system administrators should be able to perform requisite functions for their respective tasks without assistance.  The training data should be updated in conjunction with changes in DMS products.  (CDRLs, A012)

C.3.6.1  Training Methods

The Contractor shall provide classroom training.  Classes should be based on 25 students per class for the basic user training course and 12 students per class for all others, unless specifically negotiated otherwise and noted in the B-Tables, with all classroom materials provided.  Contractor shall also provide self-taught (e.g., computer-based or video tape-based) courses. 

C.3.6.2  Training Courses

The Contractor shall provide the following training courses:

· Basic User Training Course.  This course should introduce UAclient product users, regardless of technical ability, to the concept of military messaging and the role of the UA/client product.  Upon completion of this course, users should be able to understand and use all of the features of the messaging system.  This course may be tailorable to a specific UA/client product upon request, as ordered.

· Operating System Administrator.  Training courseware should include operating system initialization, operation, troubleshooting, upgrading, and security procedures for the hardware platforms offered on this contract.  Upon completion of training course material, system administrators should be able to perform system administration functions without assistance.

· DMS MHS System Administrator  Training courseware should teach DMS MHS system administrators, as a minimum, system, initialization, operation, troubleshooting, upgrading, access control and security procedures for interfacing with other systems, restart/recovery, degraded mode operation, and shutdown procedures.  Upon completion of training, system administrators should be able to perform system administration functions without assistance.  Training may be divided into Sections to provide training for those administrators who will be responsible for one or more products but not the full range of messaging products.  Training should include the MTA, MFG, MLA, PUA, and MWS.

· DMS Directory System Administrator.  Training courseware should teach the DMS directory system administrators, as a minimum, system initialization, operation, troubleshooting, upgrading, access control and security procedures for interfacing with other systems, restart/recovery, degraded mode operation, and shutdown procedures.  Upon completion of training, system administrators should be able to perform system administration functions without assistance.

· MWS.  Training should teach MWS operators (i.e., messaging system managers) to use/operate the MWS products in order to perform the management of messaging and directory components.  This course should provide the MWS operators with the ability to identify messaging problems reported by the MWS, to perform the proper actions to isolate and further define these problems, to take necessary actions to circumvent these problems, and to take necessary actions to correct these problems.  This course should also provide the MWS operators with the ability to perform the other management functions (i.e., configuration, fault, performance, security, and accounting management).  This course may be divided into Sections, to provide initial training for those MWS operators who will be performing user interface (help-desk) functions, followed by more detailed training for those operators who will be performing the full range of messaging management functions.  Upon completion of this course, MWS operators should be able to use/operate the MWS products and perform management of messaging and directory components as described in the course requirements.

C.3.7  CLIN 1007, Hardware Maintenance

The Contractor shall provide on-call maintenance for the hardware platforms.  The Contractor shall provide all labor, parts, tools, test equipment and travel required for on-call maintenance.  The Contractor shall return the unserviceable item to serviceability or replace it with a substitute acceptable to the site Quality Assurance Evaluator within a timely manner.

C.3.8  CLIN 1008, Data 

In addition to not-separately priced data required by Exhibit A, the Contractor shall provide separately priced data as required by Exhibit B. (CDRLs B001, B002, B003, B004 and B005)

The contractor shall provide a data package sufficient for future efforts to recompete DMS integration and life-cycle support.  This shall include (but not be limited to) technical, operational, and training documentation for the DMS products; source code and developmental support software for DMS tools developed under this contract; and identification of any data to which the Government does not have data rights but which the Contractor determines would be necessary as part of a recompetition package.  (CDRL A015)

C.3.9  CLIN 1011, One-Pass Participation and Proposal Preparation

As a subset of the system engineering support services described herein at paragraph C.3.5, the Contractor shall provide proposal preparation services.  At the direction of the DMS-CO, the Contractor shall participate in One-Pass activities according to the rules of engagement spelled out in the annual DMS “One-Pass” Business Memorandum of Agreement of Streamlined Contract Action Process.

The Contractor shall submit engineering change proposals (ECPs), contract change proposals (CCPs) and task change proposals (TCPs) for proposed contract changes as a technical report by contractual letters to the Contracting Officer.  (CDRL A015)

C.3.10  CLIN 1012, Technical Support Desk (TSD)   
The Contractor shall provide all necessary labor to support a DMS Technical Support Desk (TSD).  The contractor shall support all DMS compliant products integrated into the Defense Messaging System, TSD coverage is for 16 hours per day Monday thru Friday (5x16).  Pager coverage for off-hours and weekends shall be provided.  TSD support shall include Microsoft  Premier Support for Lockheed Martin Corporation and the associated LMC Order Processing Support.

C.3.11  CLIN 1013, Defense Messaging System Infrastructure

The Contractor shall provide product upgrades and updates for all infrastructure products in accordance with Section H, Paragraph H-10 Contractor furnished Software Upgrades/Updates.  DMS Infrastructure includes CommPower (MLA, MFI) DCL (ADUA, MTA, DSA) Xerox (PUA), Computer Associates Agent (commercial Software component included in each DMS server), MWS Commercial Components (Remedy, Oracle, Computer Associates).  Upgrades/Updates will not be certified or delivered by LMC for use with DMS until integrated and tested.

C.3.12  CLIN 1014,  Software Upgrades/Updates

The Contractor shall provide product upgrades and updates for all Microsoft DMS Groupware Servers and user agents in accordance with Section H, Paragraph H-10 Contractor furnished Software Upgrades/Updates.  These upgrades and update will allow the DMS to evolve with the commercial products, thereby bringing new features/functions/ technologies into DMS.  Upgrades/Updates will not be certified or delivered by LMC for use with DMS until integrated and tested. 
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